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Abstract

Fog computing combines cloud services with geographically distributed resources near the network edge to offer
computational offloading possibilities to end devices, featuring low latency. Optimization of various metrics (latency,
bandwidth, energy consumption etc.) plays a vital role in fog computing. We present the results of a literature review
on optimization in fog computing, covering 280 papers. In particular, we propose a taxonomy of different optimization
problems in fog computing, a categorization of the metrics used in constraints and objective functions, and a mapping
study of the relevant literature.
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1. Introduction

Fog computing is a new paradigm for providing computational resources in a geographically distributed way [1]].
Similarly to cloud computing, also fog computing offers the access to computational resources as a service, using
similar service models as cloud computing. Also similar technologies (virtualization, containers etc.) are used to
ensure efficient management and good utilization of the resources. In contrast to cloud computing, which is based on a
few high-capacity data centers, fog computing uses a large set of widely distributed and heterogeneous resources with
moderate capacity, called fog nodes [2]. The main advantage of fog computing over cloud computing is the proximity
to end devices like sensors and actuators, smartphones, smart cameras, devices from the Internet of Things (IoT)
etc. Such end devices typically have very limited capacities. Therefore, applications involving the end devices often
require also more powerful devices. One possibility is to use the cloud as backend for such applications. However,
this approach leads to high latency because of the long network path between end devices and cloud data centers;
moreover, the bandwidth of the network connection of cloud data centers may become a major bottleneck. Fog
computing solves these problems. Using fog nodes incurs significantly lower latency and eliminates the bottleneck on
the cloud level [3]].

Since its inception in 2012, fog computing has attracted an increasing amount of research. Optimization is very
important already in cloud computing [4], and it plays an even more important role in fog computing research, since
the fundamental goals of fog computing are related to optimization of metrics like latency, energy consumption, or
resource utilization. Many researchers have formulated different problems in the design, deployment, and operation of
fog computing systems as optimization problems. Different algorithmic techniques have been applied to solve those
optimization problems [5]. The state of the art in optimization in fog computing is characterized by a proliferation of
a large number of similar approaches, which are nevertheless different in their details. As a result, it is difficult to tell
what the most important or mostly studied optimization problems are, to identify and compare different algorithms
solving the same problem, or to adapt algorithms from one problem variant to another.

There are already some surveys on fog computing in general [6l [7, [8] [9, [10], on specific aspects of fog computing
like security [11} 12} [13]], or specific problems within fog computing like offloading [[14,[15]. However, none of these
surveys focuses on optimization explicitly and covers optimization in fog computing comprehensively.
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Figure 1: Architecture of fog computing

Therefore, the aim of this paper is to structure the existing research efforts on optimization in fog computing.
For this purpose, we surveyed a total of 280 papers that propose optimization approaches in fog computing. We
distilled the specific optimization problems solved by the papers, and organized these problems into a taxonomy
with 4 categories and 8 subcategories. Moreover, we analyzed in detail the metrics used in the different papers for
defining the objectives and the constraints of optimization problems. At first sight, just a handful of metrics are used
in all papers. However, a more detailed investigation reveals that authors use the same term with many different
meanings. For example, we identified 6 different metrics that are all regularly called “latency”. We created a glossary
of altogether 43 different metrics that play a role in optimizing fog computing systems. This allowed us a fine-grained
categorization of the existing literature according to the defined problem variants and the used metrics. Our proposed
categorization can be used to define canonical versions of the key optimization problems in fog computing, which
paves the way to standardized benchmarks and meaningful comparison of different algorithms, ultimately contributing
to the maturation of the fog computing field.

The rest of the paper is organized as follows. Section |2| introduces the necessary background in fog computing
and in optimization. Section [3|describes the methodology followed in this work. Section[d]presents the taxonomy that
we have elaborated. Section [5|provides a uniform definition of metrics. Section [6] shows in detail how existing work
on optimization in fog computing could be categorized according to the presented taxonomy and metrics. Section
analyzes the results of the categorization, and Section [§|concludes the paper.

2. Preliminaries

2.1. Fog computing

We first review the fundamental properties of fog computing. For more details, we refer to the available general
surveys on fog computing [6, 7, 8,9} [10].

Fog computing supplies a distributed, heterogeneous infrastructure. As shown in Fig.[1] this infrastructure consists
of three layers:

¢ End devices may include IoT devices, smartphones, sensors, actuators, smart cameras, connected cars, laptops
etc. End devices can be numerous, heterogeneous, and mobile. Typically, the capacity of end devices, in terms
of CPU and memory, is very limited. Often, end devices are battery-powered, leading to a limited battery
lifetime and to the need to minimize power consumption. Often, end devices generate data that need to be
processed and/or stored somewhere else (e.g., because the end device does not have sufficient capacity for
processing or storing the data, or because data from multiple end devices have to be aggregated). In other cases,
end devices need to receive data from somewhere else. Therefore, end devices are usually connected to some
network (although continuous connectivity may not always be assumable).

¢ Fog nodes are computational resources available near the edge of the network, providing compute and storage
services. Existing network equipment — e.g., routers, gateways, switches, base stations — with enough spare
resources can act as fog nodes. In addition, a fog service provider may deploy resources (individual servers or
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small data centers) specifically for the purpose of acting as fog nodes. The capacity of fog nodes is typically
higher than the capacity of end devices, but still limited. Fog nodes are geographically widely distributed, so
that end devices can always connect to a near fog node (within a low number of network hops).

e Cloud services offer virtually unlimited capacity. The cloud services are provided by a small number of central
large data centers, which may be far away from the end devices. Cloud services may be optionally used in fog
computing.

To overcome their capacity limitations, end devices may use the services offered by fog nodes. For example, if an
end device generates data that must be processed, but the capacity of the end device makes it impossible or impractical
to process the data in the end device, the end device can connect to a nearby fog node, send the data to the fog node,
and offload the processing of the data to the fog node. The low latency in network transfer between the end device
and the fog node, coupled with the relatively high processing capacity of the fog node, make the whole process fast,
allowing real-time interactions. This is important for many applications, for example in the road traffic management,
augmented reality, and gaming domains. In such cases, offloading to the cloud would take too long. Nevertheless,
cloud services can still be used, e.g., for storing aggregated data for later analysis [[16].

Because of a lack of uniform terminology, some authors use other terms, like “edge computing”, “mist comput-
ing”, or “dew computing” to refer to this or similar concepts. In this paper, we always use the term “fog computing”
to denote the described interplay between end devices, fog nodes, and potentially cloud services.

2.2. Optimization problems
An optimization problem typically consists of the following [[17]:
o A set of variables that encode decisions to be made
e The set of possible values for each variable
e A set of constraints that the variables must satisfy
e An objective function

Both the constraints and the objective function may contain metrics, i.e., some numeric characteristics of the solu-

tion (e.g., latency or energy consumption). If f(xy,..., x,) is a metric depending on the value of variables x, ..., x,,
then f(x,..., x,) may occur in the objective function (e.g., the objective function may be the weighted sum of several
metrics), or in a constraint (e.g., in the form f(xi,...,x,) < C where C is a given constant).

A solution assigns to each variable one of its possible values, such that all constraints are satisfied. The aim of
optimization is to find a solution that minimizes / maximizes the objective function.

3. Methodology

We followed a systematic methodology, which is summarized in Fig.[2] The first phase aimed at finding the set
of relevant publications. This was challenging because (i) publications on fog computing are scattered over a large
variety of journals and conferences and (ii) there is no uniform terminology on fog computing that would allow a
simple keyword search. For these reasons, we applied a combination of three different search techniques:

e Manual search. We identified five conferences that deal specifically with fog computing. We manually checked
each paper that was published in these conferences for its relevance to our work (see below for inclusion and
exclusion criteria). The conferences are:

IEEE International Conference on Fog and Mobile Edge Computing (FMEC, since 2016)
IEEE International Conference on Fog and Edge Computing (ICFEC, since 2017)

IEEE International Conference on Edge Computing (EDGE, since 2017)
ACM/IEEE Symposium on Edge Computing (SEC, since 2016)
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Figure 2: Overview of the used survey methodology

— IEEE Fog World Congress (FWC, since 2017)

e Keyword search. On the basis of the identified relevant papers, we developed a search string. We started with
the simple search string from [5] and extended it iteratively so that it matched at least 85% of the manually found
papers (the original search string matched only about 20%). The resulting search string, which we applied to
the Scopu{] database, is:

((TITLE-ABS-KEY("edge computing" OR "fog computing" OR cloudlet)) OR (TITLE-ABS-KEY(offloadx*) AND
TITLE-ABS-KEY(cloud))) AND (TITLE-ABS-KEY(optim* OR minimize OR maximize OR "objective function"))

¢ Snowball search. For each found paper, we checked the papers cited by or citing this paper to find further
relevant papers.

The search was performed with a cutoff date of November 1st, 2018. The result of the combined search strategy
was a set of potentially relevant papers that we further filtered according to the following criteria:

e We only included papers that deal explicitly with optimization problems in fog computing. This means that we
excluded papers that are not about fog computing (e.g., papers in which tasks are offloaded from end devices to
cloud services and not to fog nodes) as well as papers in which no explicit optimization problem is formulated
(e.g., papers about technology and architecture issues in fog computing).

e We also excluded non-English papers as well as short papers (less than 4 pages in double-column format) that
do not contain sufficient information to assess them.

During manual search, 285 papers were considered, 9 of which were selected as relevant for this work. Starting
from these 9 papers, 40 further papers were found through snowball search. These 49 papers were used to define
the search string. On our cutoff date the keyword search yielded about 1,700 papers, of which more than 1,420
were irrelevant. (In particular, many papers had to be discarded that contain these keywords but do not describe an
optimization problem.) Overall, we identified 280 relevant publications.

We then analyzed these papers and extracted key information about the addressed optimization problems. On the
basis of the extracted information, we developed a taxonomy of the main optimization problems identified. Parallel
to that, we categorized each paper according to the taxonomy. This was an iterative process: we started with open
coding, from which the taxonomy was gradually developed. As more and more papers were categorized, also changes
to the taxonomy became necessary (also resulting in a re-categorization of already processed papers). In addition
to the taxonomy of optimization problem variants, we also developed a glossary of the different metrics used in the
papers, and we also used this glossary for tagging the papers.

In the final step, we analyzed the elaborated categorization of the papers to derive insights on the focal points of
the existing research.

Uhttps://www.scopus.com
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Figure 3: Taxonomy of optimization problems in fog computing

4. Taxonomy

This section explains the taxonomy of optimization problems that we developed for structuring the available
literature on optimization in fog computing. The taxonomy, shown in Fig. structures the literature into four
categories and altogether eight subcategories.

The four categories are differentiated according to the involved architectural layers. As can be recalled from Fig.
[T} the fog computing architecture includes three layers: end devices, fog nodes, cloud. Optimization problems in fog
computing can relate to the following combinations of the three layersﬂ

1. All three layers. This combination occurs, for example, when computing tasks are offloaded from end devices
and distributed over the available fog nodes and cloud services [18]].

2. End devices and fog nodes. An example is the offloading of computing tasks from the end devices to the fog
nodes [19].

3. Fog nodes only. Examples include decisions about migrating data between fog nodes [20].

4. Fog nodes and cloud. This combination occurs, for example, when data are distributed from the central cloud
services over the fog nodes to make the data widely available [21]].

Although other combinations of the architectural layers are also possible (e.g., cloud only), they are not relevant for
fog computing. In this paper we consider only combinations that include the layer of fog nodes, which leads to exactly
these four categories.

The categories are further subdivided into subcategories. The distinction between the subcategories is based on
the purpose of the optimization, that is, the type of decisions resulting from optimization. The subcategories are based
on the results of the literature search. It is possible that further work will lead to new subcategories.

As can be seen in Fig. the first two categories have only one subcategory each. Moreover, these two sub-
categories are strongly related, since both are about offloading compute tasks from the end devices to some other
resources, the difference being only if the other resources also include the cloud or only the fog nodes. The third cate-
gory has five subcategories, while the fourth category has only one subcategory. Moreover, subcategories 3.5 and 4.1
are strongly related, since both are about distributing data and/or applications among some resources, the difference
being only if these resources also include the cloud or only the fog nodes.

20nly those layers that are actively involved in the optimization are considered. If, for example, data are distributed among the fog nodes to
make the data available for access by end devices, then the end devices ultimately use the data, but are not actively involved in the optimization
approach.
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Table 1: Categories and subcategories of optimization problems in fog computing

Category Subcategory Decisions resulting from the optimization
1. Optimization involv- 1.1. Offloading computing tasks e Whether to offload computing tasks from the end devices to the fog
ing all three architec- from end devices to fog nodes and nodes
tural layers cloud e Whether to further offload computing tasks from the fog nodes to
the cloud
2. Optimization involv- 2.1. Offloading computing tasks o Whether to offload computing tasks from the end devices to fog
ing end devices and fog from end devices to fog nodes nodes
nodes e To which fog nodes the tasks should be offloaded
3. Optimization 3.1. Scheduling within a fog node e How to prioritise incoming computing tasks within a fog node
Lr;\;(})/lvmg fog nodes e How to assign tasks to computing resources within a fog node
3.2. Clustering of fog nodes o How to determine the size of a cluster of fog nodes to handle the
relevant requests
3.3. Migration between fog nodes e Whether to migrate data / applications between fog nodes or to
leave them where they are
3.4. Distributing physical resources e Where to place physical resources in the network
(prior to operation) e With which computing resources should fog nodes be equipped
3.5. Distributing applications / data e Which fog node should host which applications and which data
among fog nodes
4. Optimization in- 4.1. Distributing applications / data o Whether to place data / applications on the individual fog nodes or
volving fog nodes and among fog nodes and cloud in the cloud
cloud

Table [T] summarizes the categories (first column) and subcategories (second column). The third column describes
the decisions resulting from the optimization approaches of the given subcategory, which forms the basis for the
classification into subcategories.

For all subcategories — with one exception —, optimization is performed during operation of the relevant cloud
and/or fog services. The exception is subcategory 3.4 (“Distributing physical resources”), which takes place prior to
the operation of the service, i.e., when the service is designed or deployed.

5. Metrics

When looking at the publications, it quickly becomes clear that authors use different terms to describe the same
concepts, but also use the same term to describe different concepts. This applies in particular to the metrics used in
fitness functions and constraints. Therefore, uniform terms had to be defined for these metrics to foster comparability
of the publications. The representation in different degrees of detail is an additional problem. For example, some
papers distinguish between CPU, RAM and storage when describing the resources of fog nodes, others use abstract
resource types (e.g., Ri, Ry, ...) or combine the description of individual resources into a single value.

Tables give an overview of the metrics that we identified from our literature review. This includes metrics for
time (latency), energy consumption, profit and cost, characteristics of the devices, and other miscellaneous metrics.
As we will see in Sec. [6] all the used objective functions and most of the used constraints are based on these metrics.
There is a small number of constraints that are not related to these metrics, which will be shown in Section [6.3]

6. Literature mapping

In this section, we show the mapping of the reviewed papers on the taxonomy introduced in Section {4| and the
metrics introduced in Section[5] In particular, Subsections correspond to the four categories of the taxonomy,
giving more details about the category and its subcategories, highlighting further variations within some subcategories,
and showing the metrics that papers in those subcategories use. Subsection [6.5] provides information about the use of
constraints not related to metrics (irrespective of the categories of the taxonomy).

6
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Table 2: Metrics Table 3: Metrics (continued)

ID Description ID Description

Latency-related metrics Metrics related to device characteristics

Timegp.gpN Time of data transfer between end device and Loadgn Load of the fog node
fog node Loadc Load of the cloud

Timegn Time of executing a task in the fog node Loadgp Load of the end device

Timegp Time of executing a task in the end device ServRategyn Service rate, tasks executed in the fog node

Timec Time of executing a task in the cloud per time unit

Timegpn.c Time of data transfer between fog node and ServRatec Service rate, tasks executed in the cloud per
cloud time unit

Timep;g Time of migration of applications between ServRategp Service rate, tasks executed in the end device
fog nodes per time unit

DataRategp.pny Bandwidth of the transmission channel be-

Energy-related metrics tween end device and fog node

Energygp.rn Energy of data transfer between end device DataRategn.c Bandwidth of the transmission channel be-
and fog node tween fog node and cloud
Energypn Energy of execut%ng a task %n the fog nodf: Additional metrics
Energygp Energy of executing a task in the end device
Energyc Energy of executing a task in the cloud TaskRatiogp Percentage of tasks executed on end device
Energyen-c Energy of data transfer between fog node TaskRatiogpn Percentage of tasks executed on fog node
and cloud DataTrans,e¢ Total traffic in the entire network
Energypos Energy of positioning a mobile fog node Reliabpy Measure of reliability of fog node
Energygained Energy that is gained in the end device Qualityesule Quality, i.e., deviation from perfect result
Energypn.pn  Energy of data transfer between fog nodes ConDurgp.pN Connection duration between end device and
. . fog node
Profit- and cost-related metrics MaxUsersgn Miximum number of users for fog node
Profitpn Profit gained by providing the fog nodes Countgn Number of fog nodes that are provided
Profitc Profit gained by providing cloud services TaskRatio Percentage of requests executed by fog
Costpn Costs to operate a fog node nodes
Costc Costs to operate a cloud service CO2pN Carbon balance of the fog nodes
Costgp Costs of processing tasks in the end device Availabgy Measure of the availability of fog nodes
Costyej Costs due to rejected tasks Securitypn Measure of security provided by fog nodes
Costqueue Costs of tasks in queue
Costgec Costs of security measures
Costinig Costs of migration of applications between
fog nodes

6.1. Optimization involving all three architectural layers

Fig. [#a] shows schematically the optimization involving all three architectural layers. Tasks from end devices can
be offloaded to fog nodes as well as to central cloud services. The decision as to whether the tasks should be passed
on to the cloud services is typically made by the fog nodes. Reasons for offloading tasks could be, for example, the
limited battery power or processor capacity in the end device. However, it is also possible that the energy or the time
required to send the data exceeds the energy or time gained by using a more powerful node, so a local computation in
the end device is preferable. This makes offloading decisions non-trivial.

As an example, Chen et al. address the distribution of independent computing tasks of a user over their end
device, a Computing Access Point (CAP) representing a fog node, and a remote cloud server [22]]. The objective of
the optimization approach is to minimize the energy consumption of these three components. To that end, the user’s
mobile device has to decide first whether the computation is to be executed locally on the device or offloaded to the
CAP. The distribution of tasks between the CAP and the cloud server is decided afterwards.

The problem variants formulated in this category differ mainly in the metrics they use in their constraints and
objective functions. Table ] shows the papers in this category and the metrics they use. In this and the next tables,
the following symbols depict the role of a metric in a given paper: “~” means that the metric is used in the objective
function, “[]” means that the metric is used in the constraints, and “H” means that the metric is used both in the
objective function and in the constraints.
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Table 4: Metrics used in subcategory 1.1.
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As we can see in the table, the focus in this category is on optimizing latency (e.g.: [30]) or energy consumption
(e.g.: [23])). In most cases, latency or energy is not only optimized for the end devices, but for the entire continuum
from end device to cloud. The constraints mentioned most often express that the load assigned to a fog node must not

exceed its capacity (e.g.: [34]).

6.2. Optimization involving end devices and fog nodes

Fig. @ib] shows the distribution of the computing load from the end devices between the lower two architectural
layers. Several variants can be distinguished within this subcategory, as shown in Fig. Variant A) deals with the
question of whether a computing task should be performed by the end device or by a fog node. Since it can also be
useful to only offload some parts of the whole task, the more general question is which parts of the task to offload.
Variant B) refers to the selection of the right fog node for a task. Fog nodes can differ, for example, in their resources,
utilization, and geographical position, so that the choice of fog node matters. Variants A) and B) can also be combined
and treated in one approach. In variant C), fog nodes do not execute tasks themselves but only coordinate between
end devices. For this purpose, end devices send their computation tasks to the fog nodes, which in turn distribute the
computing load over other end devices. Alternatively, the fog nodes only establish the connection between individual
end devices by exchanging metadata with them, and the actual payload data are transferred directly between the end
devices.

Since variants A), B), and C) can be combined arbitrarily, they do not represent disjoint sub-subcategories within
subcategory 2.1. and thus they are not further subdivided in the taxonomy. The description of the variants serves only
to show the scope of subcategory 2.1.

Tao et al. give an example for this category presenting an approach that deals with the distribution of the computing
load between end devices and fog nodes [71]]. The aim of this approach is to minimize the energy consumption in the
execution of computing tasks for a number of mobile devices, taking into account resource constraints and an upper
limit on latency. For this purpose, the percentage of each task that is offloaded from the end devices to the fog nodes
is determined. This approach is an example for variant A). Mai et al. present an approach that is a representative of
variant B) within this category [72]]. This approach is about IoT devices generating tasks to be offloaded to the fog
nodes. An arbitrary number of fog nodes are available for computation and the aim of optimization is to select one of
them so that latency is minimized. The approach of Kattepur et al. is an example of variant C) of this category [73]].
This approach is about robots, which represent the end devices, sending computation tasks to a coordinating fog node.
The coordinating fog node has an overview of all available computation fog nodes and distributes the tasks over these.
When the computation is completed, the coordinating fog node sends the result back to the end devices. The aim of

the optimization is to minimize latency and energy consumption.



Table 5: Metrics used in subcategory 2.1.
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Table [5] shows the papers in this category and the metrics they use. Similar to the previous category, most ap-
proaches are about optimizing metrics related to latency (e.g. [93]) or energy consumption (e.g. [110]]). However,
in this category the latency and the energy consumption also appear as constraints in the table (e.g.: [163]). This is
the case, for example, if the total energy consumption is to be minimized on the one hand, but on the other hand the
battery level of the fog nodes or of the end devices restricts the distribution of the computing load. In addition, many
authors formulate constraints referring to the load of the fog nodes.

6.3. Optimization involving fog nodes only

Multiple optimization problems can be differentiated that deal with the fog layer. Subcategory 3.1, shown in Fig.
is concerned with the scheduling of requests from end devices within a specific fog nodeﬂ The aim is to prioritize
the tasks and assign them to the available resources within the fog node so that, for instance, the time constraints of all
requests are met or the average response time is minimized. As an example, Zhang et al. present an approach for the
scheduling of computing tasks within a fog node, with the objective of reducing the operating costs of the fog node
while ensuring that all incoming tasks are processed within their respective deadlines [212].

3In the literature, the term “scheduling” sometimes refers to the distribution of tasks over multiple fog nodes. Within our taxonomy, these
approaches fall under subcategory 2.1 (Offloading of computing tasks from end devices to fog nodes).
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Figure 5: Subcategories 3.1-3.4 of the category “Optimization involving fog nodes only”

Table 6: Metrics used in subcategory 3.1. Table 7: Metrics used in subcategory 3.2. Table 8: Metrics used in subcategory 3.3.
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Table 6] shows the papers in this subcategory and the metrics they use. In this subcategory, there is no metric that

would be optimized much more frequently than others. Beside metrics related to latency and energy consumption,
the optimization of other metrics also plays an important role. For example, the approach of Wang et al. is about
maximizing the profit that can be achieved by operating the fog nodes [218]]. To make profit by processing computation
tasks, the tasks must be distributed among the computation resources in such a way that their respective deadlines for

completion are met.
Fig. [5b| shows subcategory 3.2: the clustering of multiple fog nodes. The aim of clustering is to efficiently bundle

the storage and computing resources of individual fog nodes so that the resulting cluster can process requests from
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end devices with sufficiently low latency. The cluster can be formed dynamically, re-calculating the composition of
the cluster for each request [227]. In another variant, clusters are retained over a longer period of time. The cluster
processes a number of tasks and is only adapted if, for example, fog nodes fail or new ones are added to the network
[231]. Oueis et al. describe the dynamic clustering of fog nodes for each task from the end devices [226]. The
objective of this approach is to minimize the energy consumption in the cluster, while ensuring that all deadlines for
completing the computations are met.

Table [/| shows the papers in this category and the metrics they use. The main focus in this subcategory is on
optimizing latency. For example, the approach of Lee et al. aims at optimizing the response time for a request sent
by the end devices [229]]. One fog node receives a computation request. This fog node selects the neighboring fog
nodes and distributes the computation load among them and the cloud. The response time consists of the time for the
computation in the fog node and the cloud and the time for data transmission.

Fig. [5c| shows subcategory 3.3, which deals with possible migrations of applications or data between fog nodes.
This applies, for example, to the case of a mobile end device that is only briefly in the vicinity of a fog node, leaves it
again, and approaches another fog node. The optimization problem is about deciding whether the data or applications
should remain on a fog node or be migrated to another, following the end device. For instance, the approach of Yao
et al. deals with the question whether a virtual machine (VM) should be left on a fog node or migrated [234]. A
VM is assigned to a moving vehicle and can run applications for this vehicle in order to relieve its resources. The
objective is to minimize network costs, consisting of execution costs and migration costs. Execution costs include
the communication of the vehicle with the VM assigned to it. If the VM remains on a fog node, the execution costs
increase as the distance to the vehicle increases. On the other hand, if the VM is migrated to “follow” the vehicle, this
incurs migration costs.

Table [§]shows the papers in this subcategory and the metrics they use. Latency also plays an important role in this
category. For example, Sun et al. describe in their optimization approach a trade-off between the duration for data
transfer between the end device and the fog node and the time for a migration of data from one fog node to another
[20]. The migration of the data must take into account the capacities of the fog nodes which limit the load that may
be assigned to a fog node. In addition to latency, the minimization of all traffic in the network is also an important
concern in this category [233} 235]].

Subcategory 3.4 deals with the distribution of physical resources among the fog nodes prior to operation (Fig.[5d).
An example is the question of where in a network an additional fog node should be placed to relieve the existing fog
nodes and minimize the latency with which end devices access the fog nodes. Another example is the question of what
capacity the individual fog nodes require to be able to process the requests with acceptable performance. Xu et al.
consider a Wireless Metropolitan Area Network (WMAN) consisting of hundreds or thousands of access points (APs)
[240]. These access points provide wireless network access for mobile devices and can be equipped with cloudlets
that act as fog nodes. The approach aims at placing such cloudlets at strategic locations in the network, leading to
optimal resource utilization and a reduction of the average latency with which users access cloudlets. The cloudlets,
which differ in their capacities, are sorted according to their capacities and distributed among the potential locations
in an iterative process.
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Table 9: Metrics used in subcategory 3.4. Table 10: Metrics used in subcategory 3.5.
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Table[9]shows the papers in this subcategory and the metrics they use. In addition to latency [240]], this subcategory
mainly addresses the optimization of the number of fog nodes and the costs for operating fog nodes. Premsankar et
al. address the last two points [248]]. On the one hand this approach is about minimizing the number of deployed
fog nodes, on the other hand the operating costs should be minimized. The operating costs consist of the power level
required to operate the fog node. In addition, there are the costs that arise when a fog node covers more than one cell
and data has to be transferred between the cells. Also in this approach it is emphasized that the capacities of the fog
nodes have to be taken into account.

Subcategory 3.5 deals with the distribution of data or applications among the fog nodes (Fig. [6a), so that end
devices can access the applications or data via nearby fog nodes. Optimization involves in this subcategory, for
example, distributing content among the fog nodes in such a way that the expected latency with which the content
will be accessed by end devices is minimized. Gu et al. present an approach for the distribution of VMs of a medical
cyber-physical system over a set of base stations [257]. The base stations, which are the fog nodes in this case, differ
in the number of connections provided to the end devices and the deployment costs of a VM. The objective is to
minimize the costs associated with deploying VMs to base stations and with inter-base-station communication, while
ensuring that the resource requirements of the VMs are met.

Table [I0] shows the papers in this subcategory and the metrics they use. The metrics to be optimized are quite
varied. Beside latency (e.g.: [266]]) and energy consumption (e.g.: [269]), also the optimization of costs for operating
a fog node is important (e.g.: [268]]). The most frequently mentioned constraint relates to the load on the fog nodes,
which must not exceed the storage and computing capacities.

6.4. Optimization involving fog nodes and cloud

The only subcategory of this category is shown in Fig. [6b] and deals with the distribution of applications or data
among the fog nodes and the cloud. The distribution of data or applications can be directed from the cloud to the
fog nodes (e.g., distributing content from the cloud to the fog nodes) or vice versa (e.g., migrating resource-hungry
application modules from the fog nodes to the cloud), or undirected (e.g., deploying the modules of an application on a
combination of fog nodes and cloud services). Skarlat et al. address the placement of services of an IoT application on
the fog nodes and the cloud [272,1273]]. The objective is to maximize the number of services assigned to the fog nodes,
thus minimizing the services assigned to the cloud. The requirements of the individual services with regard to CPU,
RAM and storage must be taken into account as well as the deadline for deploying and executing the application. The
authors emphasize the advantage of lower latency when using the fog nodes. However, services must be placed in the
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Figure 6: Distributing data or applications

cloud if their processing in the fog nodes is not possible. The individual services of an application can be distributed
among a combination of the fog nodes and the cloud. In addition, the allocation of a service can change from time slot
to time slot, moving it from the fog nodes to the cloud and vice versa. For this reason, this approach is representative
of all three variants.

However, for other approaches in this category, it is clear which of the three variants they belong to. For content
caching, it is obvious that content is distributed from the cloud among the fog nodes. For example, the approach of
Hou et al. is about reducing the cost of data transfer in the fog nodes. The cost depends on whether data is provided
directly by the fog node that receives the request from an end device, the data is provided by a neighboring fog node,
or the data needs to be retrieved from the cloud [274} 2735]]. In order to decide which content will be cached on the fog
node, a content popularity estimation is performed based on historical data for similar content.

Table [TT] shows the papers in this subcategory and the metrics they use. In addition to latency optimization (e.g.
[276]), cost optimization plays an important role in this category. For example, Wang et al. address the minimization
of costs [277]. On the one hand, this involves the operating costs for a fog node, which consist of costs for task
computation and data transmission, and on the other hand the costs for the migration of services between the fog
nodes. Services can be placed both in the cloud and in the fog nodes. Almost all approaches name the capacities of
the fog nodes as limitations. One reason for this is that many approaches in the subcategory describe the caching of
data or services in the fog nodes. The storage resources of the fog nodes play an important role in deciding whether
certain data or services can be cached in the fog nodes.

Table 11: Metrics used in subcategory 4.1.
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6.5. Further constraints
Constraints on specific metrics have already been covered in Sections[6.1H6.4] Several papers use further equations
and inequalities to ensure some property that solutions must obviously possess but which is not guaranteed by the used

a0 solution encoding. Examples of such properties include:

o The distribution of a computing task among several layers must add up to 100 percent
e The capacity provided by a fog node must not be negative

¢ All incoming requests must be processed by the fog nodesE]

We omit a comprehensive coverage of the usage of such constraints in the literature because of the limited insights
s that this would yield. Instead, Table [I2] provides an overview of some of the less obvious constraints used in the

literature that are not related to metrics.

Table 12: Constraints not related to metrics

Constraint Papers

End device is assigned to exactly one fog node [54], [165], [178]], [224], [238], [234], [269], [270]
Potential fog nodes for executing application  [258], [267], [271], [289], [276]

Potential locations for fog nodes 12401, [242], [253]

Service is placed only once [260], [265], [281]

Privacy conflicts of two datasets [136]

Tasks must not be interrupted [219]

7. Discussion
This section presents the results of a quantitative analysis of the literature mapping, followed by a discussion on

the threats to validity.

so 7.1. Analysis
Fig.[/|provides an overview of the evolution of the number of relevant papers over time. It should be noted that the

figure for 2018 does not refer to the complete year, but only until November 1, 2018. The first two relevant approaches

“4In some approaches, this is relaxed to the minimization of the metric Costyej (Costs due to rejected tasks)
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Figure 7: Evolution of the number of relevant papers over time

were presented in 2012. In the following three years the number of papers per year increased to 15 in 2015. The first
two conferences specifically dealing with fog computing were held for the first time in 2016, which led to an increase
of over 100 percent over the previous year. In 2017, the number of publications again nearly doubled. The number
for the first ten months of 2018 shows again a very strong growth and thus underlines the growing importance of
optimization approaches in fog computing.

Fig. [§] shows the number of publications in the eight subcategories of the taxonomy. Comparing those numbers,
the predominance of subcategories 1.1 and 2.1 is noticeable. These (sub-)categories together account for approx. 68%
of the total number of papers. Subcategory 2.1 alone has more representatives than all other subcategories together.
The individual subcategories of Category 3 have the smallest number of representatives, which is partly due to the
large variance among these approaches, reflected by the subdivision into five subcategories.

Fig. O] shows which metrics are optimized most frequently by the approaches of the literature. In many cases
the authors address the optimization of several metrics; thus, the sum of the values is higher than the number of the
examined publications. The different degree of detail with which the metrics are defined should also be noted: e.g.,
energy consumption is regarded as a separate metric in some approaches, while the cost of the consumed energy is
part of a compound cost metric in other approaches. Looking at the values in the figure, it is clear that most authors
address the minimization of energy consumption and/or latency. In particular, the focus is on transmission between
end devices and fog nodes, as well as on latency and energy consumption during task execution by fog nodes and the
end devices. This is due both to the large number of optimization problems relating to the lower two architectural
layers and to the criticality of latency and energy consumption in these layers. In addition, the metric of costs for
operating fog nodes stands out. The other metrics have relatively low values, which in some cases can be explained
by the fact that they are relevant mainly to one specific (sub-)category, as we will analyze next.

Fig.[I0]shows the relative frequency with which the approaches of the eight subcategories address the optimization
of different metrics. The columns of the diagram refer to the subcategories, the rows to the metrics. The circles located
at the intersections of the rows and columns represent with their diameter the relative frequency of the given metric
within the subcategory. To keep the figure clear, only those metrics are considered that have a frequency of at least
10 percent in at least one subcategory. Like in the previous figure, the dominance of energy consumption and latency
is evident. The metrics that relate to these are the most common in all categories. Energy consumption receives less
attention than latency, which may be related to its inclusion in operating costs in some cases. The connection between
end devices and fog nodes is particularly frequently dealt with in the literature, while the connection between fog
nodes and cloud stands out only in subcategory 1.1. Another important metric is the operating cost of fog nodes,
which has a frequency similar to energy consumption and latency in subcategories 3.1, 3.4, and 3.5. The other metrics
receive less attention overall and only play a role for individual subcategories. Subcategory 3.5, for example, is
particularly aimed at reducing network traffic, while subcategory 3.4 has a focus on the number of fog nodes.

18



390

395

400

405

160

142
140

120

Number of papers
=

0 o

S S

D
o

50

N
o

N
o

27
14 15 17 I
7 8
. HE = = 0 1R
35 41

1.1. 2.1. 3.1. 3.2. Clustering3.3. Migration 3.4.
Offloading  Offloading  Scheduling of fog nodes between fog Distributing Distributing  Distributing
computing  computing  within a fog nodes physical data or data or
tasks from  tasks from node resources  applications applications
end devices end devices among fog  among fog
to fog nodes to fog nodes nodes nodes and
and cloud cloud

Figure 8: Distribution of the papers across the subcategories of the taxonomy

When looking at the publication venues where the 280 analyzed papers were published, a high variety can be
noticed. Specifically, the 280 papers were published in 115 different venues. Table [I3] shows the conferences and
workshops in which at least 3 papers relevant to this work were published. It is noticeable that the conferences IEEE
International Conference on Communications and IEEE Global Communications Conference stand out, with the first
having significantly more papers than the second. Table[T4]shows the journals in which at least 3 papers relevant to this
work were published. In this table the journals IEEE Internet of Things Journal, IEEE Access and IEEE Transactions
on Vehicular Technology stand out. In both tables it is noticeable that the number of published papers behind these
outstanding venues drops rapidly. A further 90 venues have each published only 1 or 2 relevant papers. 110 papers
were published at these other venues.

7.2. Threats to validity

The internal validity of our study is influenced by the categorization of publications, which is shaped by our sub-
jective view on the publications. To minimize bias caused by this subjective view, we have discussed the classification
of publications between us to achieve a common result. In addition, we presented the taxonomy and the findings from
the categorization of papers multiple times to colleagues to obtain their feedback. The taxonomy was developed and
continuously improved in an iterative process to ensure that it reflects an appropriate view of the state of research in
this area.

External validity is threatened by the possibility that a class of relevant approaches may not have been found and
that this distorts the taxonomy and the resulting findings. To address this issue, we combined different search methods
(manual search, keyword search, snowball search). Also, we did not limit ourselves to the keyword “fog computing”,
but also considered related terms like “edge computing” or “cloudlet”.

Conclusion validity is influenced by the fact that authors sometimes use different terms for the same metric or
the same term for different metrics. They have a different understanding of what a term includes, especially the

5The conferences ISPA and IUCC were held together in 2017 and the corresponding proceedings were jointly published
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Figure 9: Number of approaches optimizing the metrics. Only metrics considered in at least 5 papers are shown

terms latency and energy consumption are used in many different variants. We addressed this point by defining and
consistently using a set of metrics. We use the terms we defined for the metrics instead of the individual terms used
in the various publications, thus fostering comparability.

Construct validity is threatened by the “arbitrary” definition of the used taxonomy. To minimize the impact
of this threat, we derived the categories of the taxonomy from the logically possible combinations of the involved
architectural layers.

8. Conclusions

We have presented the results of a systematic literature review on optimization problems in fog computing.
Through a combination of manual search, keyword search and snowball search, we identified 280 relevant publi-
cations. Parallel to reviewing these papers, we constructed a taxonomy of optimization problems in fog computing,
consisting of 4 categories with altogether 8 subcategories. In addition, we identified 43 different metrics used by
the surveyed optimization approaches. We categorized the 280 papers according to the taxonomy of optimization
problems and the metrics used in the constraints and objective functions.

The overall findings from our survey can be summarized as follows:

e The number of publications on optimization problems in fog computing has been growing exponentially over
the years, underlining the importance of the topic.

e Obtaining an overview of this field of research is challenging for several reasons. Relevant research results
are fragmented over different research communities, scattered over a wide variety of journals and conferences.
Also the terminology used in the different research communities is different (e.g., fog computing versus edge
computing). In particular, there is no generally accepted set of metrics with consistent semantics.

e The most frequently addressed categories of optimization problems in fog computing relate to the offloading of
computing tasks from end devices to fog nodes (and potentially also to the cloud). Optimization approaches
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Figure 10: Relative frequency of metrics within each subcategory

that only deal with fog nodes are less numerous but more varied.

e The most widely used metrics are related to timing and energy of end devices, fog nodes, and data transfer
among them. In specific categories of optimization problems, further metrics (costs, profit, number of nodes
etc.) also play an important role.

e Most optimization approaches described in the literature apply to optimization online during system operation,
but there are also approaches for optimizing a fog computing system offline, before its operation starts.

By structuring the state of research in optimization in fog computing according to problem variants and the used
metrics, our study made a contribution towards the maturation of this important field. However, several important
research directions remain. In particular, a next step can be to survey the different algorithms that solve a particular
optimization problem, or family of similar optimization problems in fog computing. Moreover, algorithms solving
the same problem (also meaning that they address the same metrics), can be directly compared to each other, for
example through appropriate experiments and statistical assessment of the results, to find out what the best algorithms
for particular problem variants are. For this purpose, also benchmark problems or problem generators as well as a
widely accepted benchmarking methodology would be needed.
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Table 13: Conferences and workshops with the highest number of relevant papers

Venue Number of papers

IEEE International Conference on Communications (ICC) 26

IEEE Global Communications Conference (GLOBECOM)

IEEE International Conference on Communications Workshops (ICC Workshops)

IEEE Vehicular Technology Conference (VTC)

IEEE International Symposium on Personal, Indoor, and Mobile Radio Communications (PIMRC)
IEEE Wireless Communications and Networking Conference (WCNC)

IEEE International Workshop on Signal Processing Advances in Wireless Communications (SPAWC)
IEEE INFOCOM - IEEE Conference on Computer Communications Workshops (INFOCOM Workshops)
IEEE Conference on Computer Communications (INFOCOM)

IEEE International Conference on Fog and Edge Computing (ICFEC)

IEEE International Symposium on Parallel and Distributed Processing with Applications (ISPA)

and IEEE International Conference on Ubiquitous Computing and Communicationd] TUCC)
International Conference on Advanced Infocomm Technology (ICAIT)
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Table 14: Journals with the highest number of relevant papers

Venue Number of papers

IEEE Internet of Things Journal 16
IEEE Access 14
IEEE Transactions on Vehicular Technology 13
IEEE Transactions on Wireless Communications

IEEE Journal on Selected Areas in Communications
IEEE Transactions on Industrial Informatics

IEEE Transactions on Mobile Computing

IEEE Transactions on Communications

Sensors

China Communications

IEEE Transactions on Network and Service Management
IEEE Transactions on Parallel and Distributed Systems
Journal of Network and Computer Applications
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